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Supervisory Guidance on the Independent Assessment
of Financial Institution Year 2000 Preparations

Introduction

Following work carried out by its individual parent committees, the Joint
Year 2000 Council has decided to take additional stepe to promote Year 2000
preparedness globally. It is therefore issuing this “Supervisory Guidance on
the Independent Assessment of Financial Insitiution Year 2000 Preparations”,
which is adapted from guidance developed by one of its parent committees, the
Basle committee on Banking Supervision. It is hoped that this guidance will
move supervisors from a level of general awareness of the problem to a specific,
concrete programme of action for overseeing Year 2000 readiness, both on an
individual financial institution basis and on a system-wide basis. In addition,
the parent committees of the Council encourage supervisors to determine that
financial institions have established realistic target dates for completing specific
steps of the conversion process.

This document provides a structure for conducting an independent assessment
of financial institution readiness related to the year 2000 ! . Supervisory agencies
in different countries typically utilise different methods for overseeing the
activities of the institutions for which they have responsibility ( for example,
bank supervisors utilise examiners, external auditors, or a combination of the
two, to provide independent verification of information provided by banks ).
The Council believes that the guidance contained in this document can be
beneficial to examiners, auditors and others. The Council also believes that
supervisors should consider conducting prudential interviews with senior
management of financial institutions on this critical topic and that guidance could
form the foundation of such discussions. Finally, supervisors should consider

1 The guidance focuses on problems that similarly apply to all financial institutions. It dose not deal with the specific problems of the
different finincial sectors. For instance, the insurance companies have to be aware of and to obviate the high risk of large insurance and
reinsurance claime arising as a result of Year 2000.
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sharing this guidance with their financial institutions in order to help them in
their own internal evaluations of action plans.

With regard to the specific issue of Year 2000, no supervisor has the ability to
make certain that problems will not occur due to the millennium change. Each
financial institution bears responsibility for its own systems. However, supervisors
should be able to assess whether the steps being taken by a financial institution
to achieve Year 2000 readiness appear to be reasonable and prudent. Supervisors
need to follow up quickly with those institutions that are viewed to be inadequately
addressing the Year 2000 problem.

As outlined in such documents as the September 1997 paper issued by the
Basle Committee: “The Year 2000: A Challenge for Financial Institutions and
Bank Supervisors”, the wide range of Year 2000-related risks necessitates that
management implement a targeted, multifaceted action plan to protect both the
organisation and its shareholders. Addressing the Year 2000 issue consists of
several important elements. These elements fall into seven broad categories: (1)
developing a strategic approach (2) creating organisational awareness; (3) assessing
actions and developing detailed plans; (4) renovating systems, applications and
equipment; (5) validating the renovation through testing; (6) implementing tested,
compliant systems; and (7) contingency planning. The following guidance is
organised under these seven headings. The paper also contains a final section on
miscellaneous issues as well as a list of resource documents issued by different
supervisory authorities in various countries. These documents are referenced, as
appropriate, in footnotes.

Supervisors should be particulary concerned about those financial institutions
that have not completed the first three phases listed above by mid-1998 and are
not well into the renovation phase. Supervisors should consider taking specific
action against such institutions in order to underscore the serious impact such lack
of preparations would have.
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It is imperative that those financial institutions, which may have given limited
attention to this matter to date, begin immediately to take the necessary step to
achieve Year 2000 readiness. It is essential that senior management recognise
that the Year 2000 is more than a technical issue and that become involved in
ensuring timely resolution of the situation. For many financial institutions that
have not yet begun the Year 2000 renovation process, it may be impossible for
the necessary changes to internal systems and external interfaces to be fully
completed. Institutions that have not progressed sufficiently should focus on
identifying and renovating those systems that are deemed to be “mission critical” 2 .
All financial Institutions, regardless of their level of preparedness, need to prioritise
work yet to be done and initiate a contingency planning process.

Methodology

The following procedures are designed to assist supervisors, auditors and
others in determining whether an Institution has an effective plan for identifying,
renovating, testing and implementing solutions for Year 2000 processing. Several
of the recommended questions will also allow the examiner or auditor to assess
whether the Institutions has effectively coordinated Year 2000 processing capabilities
whith its customers, service providers, markets, vendors and payment systems
counterparties. It should be noted that the list of questions provided in each
chapter is not meant to be exhaustive. In many instances, more detailed guidance
can be found in the referenced documents.

Questions posed by supervisors or auditors will not necessarily result in
a clear affirmative or negative answer. Rather, the questions are designed to
provid an analytical framework for arriving at a current assessment of the
adequacy of a financial institution’s Year 2000 preparations. It is critical that
verification of sufficient information to validate answers for each question be
undertaken to the extent necessary. For example, supervisors should have
access to copies of the action plan, other relevant internal documents and

2 “Mission critical” systems are those that a financial institution needs to have operational in order to conduct its most basic functions
( for example, determining customer balances ). Each institution needs to determine which systems are mission critical and establish
priorities for deployment of scarce resources.
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various elements of proof, where available 3 ( such as the dates of meetings,
the names of officers responsible for various elements of the programme, etc. ).
Negative answers should be followed up thoroughly with senior management.

An overall assessment will provide supervisors with a means of priortising
follow up activities, including supervisory actions, and allocating resources
appropriately. In determining the appropriate follow up activities, supervisors
should consider the extent to which the institution’s management is aggressively
pursuing effective corrective actions and the likelihood that mission-critical
systems will be ready on time. In recognition of the time-sensitive nature of
correcting deficiencies, supervisory actions should be largely determined by
the co-operation, responsiveness and capability of the institution’s management
and the amount of time remaining prior to the millennium change.

3 For the local operations of foreign organisations, it may be appropriate to substitute oral explanations of plans rather than requiring
trasalations of such plans.
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1. Developing a Strategic Approach

The importance of timely preparations for the millennium change requires
establishing the Year 2000 project as a strategic objective of the financial institution
with a high degree of involvement by senior management. There should be an
assignment of clear lines of responsibility and accountability. A Year 2000 team
should be established to oversee the programme on an institution-wide basis.
The strategic objective should be clearly communicated to all staff. In addition,
the institution’s board of directors and senior management should be involved in
assessing the resource implications of the Year 2000 and kept informed through
regular reports on the status of Year 2000 preparations.

Examiners/auditors should ask:

1. Has the financial institution clearly established the Year 2000 as a strategic
objective ?

2. Has the financial institution developed and documented a Year 2000
strategy? If so, has it been clearly communicated to all staff?

3. Has a senior-level executive been assigned explicit oversight responsibility
for the financial institution’s Year 2000 preparation efforts?

4. Has the financial institution established a Year 2000 group ( including
the appropriate officers from various departments ) to coordinate the
preparations for the organisation as a whole, including at foreign operations?
How is this group organised who are its members?

5. Has the financial institution clearly assigned the responsibilities for
dealing with various aspects ( technical, operational, business line ) of
the year 2000 conversion? How has this been accomplished?

6. Are individuals with Year 2000 responsibilities able to devote sufficient
time to the project to assure success?

7. Are status reports provided on a regular basis to the board of directors,
senior management and all relevant personnel?
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II. Creating Organisational Awareness

An adequate response to the millennium problem requires the entire financial
institution to be aware of the strategic importance of the problem. There must
be an awareness of how the millennium change affects the variuos activities of
the institution, both domestically and overseas. The financial institution must
also realise that its activities depend on numerous other parties ( for example,
customers, correspondents, service providers ) that must also be ready for the
millennium change. The financial institution must be aware of the various
supervisory requirements for Yaer 2000 preparedness established in each of the
jurisdictions in which it operates. In order to make all personnel aware of the
Year 2000 problem management should ensure that this issue is visible within
the organisation and share its plans with all staff.

Examiners/auditors should ask:

1. Does the financial institution’s board of directors and senior management
have a clear understanding of the Year 2000 problem?

2. Has the board and senior management taken steps to assure the risks
associated with the Year 2000, including risks in operation centres,
domestic and foreing branches, subsidiaries and counterparties, are being
fully addressed?

3. Does the financial institution take into consideration Year 2000 issues when
addressing possible changes to organisational structure to key business
decisions such as mergers and acquisitions? Is the financial institution aware of
how competing priorities, including changes mandated by external regulatory
or business environments, may affect its ability to achieve Year 2000
readiness?

4. Has the financial institution acknowledged that, where it holds customer
assets, it has an obligation to ensure that those assets are properly protected
from Year 2000 risk?
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. Has the financial institution acknowledged the various major interdependencies
with external parties, including customers, other financial institution, central
banks, utilities, exchanges, clearing-houses, service providers and vendors?

. Is the financial institution aware of all supervisory benchmarks, target dates,
and other sound practices identified for Year 2000 compliance in eash
jurisdiction in which it operates?

. Does the financial institution regularly communicate with staff regarding
the Year 2000 problem in order to make all personnel aware of the issue?
Have personnel been given the opportunity to identify specific Year 2000
problems?

. Are the financial institution’s internal and external auditors involved in the
Year 2000 process?
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I1I. Assessing Action and Developing Detailed Plans

A critical step for all financial institutions in addressing the year 2000
problem is the assessment of all areas and activities of the institution affected
by the millennium change and the development of corresponding detailed plans
to address conversion of the affected systems.

During the assessment phase, the financial institution must determine the
size and complexity of the problem and detail the magnitude of the effort
necessary to address the year 2000 issue. An adequate assessment will include
consideration of relationships with third parties, including vendors whose
products and services the institution uses, other financial institutions,
clearing - houses and customers with whom it exchanges data electronically,
and customers whose standing may be diminished by significant disruptions
associated with the millennium change. The assessment must also go beyond
information systems and include environmental systems that are dependent
on embedded microchips ( for example, security systems, vaults, telephones, faxs,
heating / cooling systems and elevators ). The financial institution must make
an inventory of all hardware and software in order to identify exposures and
prioritise systems. This prioritisation will occur after a risk analysis of the
various systems has been conducted.

The action plan will differ according to the size and complexity of the
financial institution. The institution must identify the required resources
( personnel, budget and external resources ) needed to implement the action
plan. The action plan should outline which systems will be replaced, upgraded
or otherwise modified and what the conversion process will entail. The action
plan should also include a concrete timetable for meeting each element of
conversion . This timetable will establish target dates against which to measure
slippage in the implementation of the action plan. This timetable should include
ample time for testing.

4 Examples of completion targets are provided in several of the document issued by national authorities contained in the bibliography
at the end of this document. Targets will often vary by the size and complexity of the year 2000 issue as well as from country to
country.
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Examiners/auditors should ask:

. Has the financial institution identified all systems, applications and
equipment that could be affected by the millennium change? Has the
institution identified critical business functions, taking into account the
impact of failure due to Year 2000 problems?

. Has this assessment included in-house systems, systems linked externally
and all other systems with embedded computer chips?

. Have target dates has been established for each element of the conversion
process? What are the target dates established? Do they allow sufficient time
for adequate testing and timely implementation?

. Has the financial institution established strong monitoring of risk controls
throughout the process to address the Year 2000 problem? Has the institution
developed an appropriately detailed action plan to address the necessary
conversions and potential resulting risks? Has the institution maintained
sound internal controls over the software change process?

. Has the financial institution addressrd Year 2000 business risks with key
markets, service providers, vendors and suppliers? For major dependencies,
have trigger dates been established for obtaining alternative suppliers?

. Has the financial institution discussed the Year 2000 problem with their
major customers and counterparties and assessed whether customers will be
able to meet their financial and informational obligations to the institution?
Has year 2000 readiness been incorporated into the list of criteria for
assessing the suitability of customers and counterparties?
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7. Does the action plan establish realistic time lines with key benchmarks
(for example testing, contacting customers regarding their readiness ),
including specific target dates, to be achieved in 1998, 1999 and thereafter ° ?

8. Has the financial institution established a sufficient budget for Year 2000
conversion, taking into account the institution’s unique characteristics?
In addition, has the institution established a system for tracking utilized
resources ( expenses, internal and external personnel, technological
equipment )? Has the institution included an assessment of its ability to
secure the necessary resources to implement the action plan? Is the
institution continuously evaluating its budget as events develop and hidden
costs are discovered?

5 In order to achieve Year 2000 readiness within existing time constraints, financial institutions may find it necessary to use approaches
that are less than optimal from a longer-run business operation perspective. In such instances, post-century date change plans will
address replacing temporary fixes with more permanent ones.
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IV. Renovating Systems, Applications and Equipment

In this phase, which is primarily of a technical nature, the necessary
adjustments to the affected systems are made. Execution should be done
systematically with priorities set in accordance with risk. There should be a
system of “change management”® in place. For financial institutions relying
on outside servicers or third-party software providers, ongoing discussions to
monitor vendor progress and adjust to internal schedules are critical.

It is important that, as problems arise in executing the action plan, they are
promptly addressed and reported to the appropriate levels of management. The
financial institution should continue to give highest priority to those activities
that are considered mission-critical.

Examiners/auditors should ask:

1. Is the action plan ( with clear target dates ) well under way and is progress
being adequately monitored?

2. Have there been any significant changes to established target dates? Do such
changes materially affect the ability of the financial institution to be ready in
a timely manner?

3. Has management established a channel to maintain timely communications
with the institution’s vendors and service providers to determine their
progress toward implementing year 2000 solutions?

4. Does the financial institution have adequate assurances from and monitoring
of the quality of process and timeliness of delivery from outside vendors and
service providers ( for example, in back-up servicing and the quality assur-
ance of products )? Is the institution aware of the usefulness of user groups
for sharing best practices, obtaining information and applying pressure on
major vendors and service providers? Is the institution utilising such
groups?

6 “Change management” is the process whereby a new version of an application is put into production under appropriate controls.
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5. What are the frequency and froms of internal reporting on implementation? Are
issues or problems arising from implementation being properly documented?

6. What are the nature of problems or issues that have arisen during the course
of implementation ( for example, resource shortages, backlogs, bottlenecks,
failures ) and how have these issues been addressed?

7. Does the financial institution have an adequate “change management”
process in place?
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V. Validating the Renovation through Testing

The most extensive phase in the Year 2000 action plan will be testing or
validation. The objective of testing is to ensure that all hardware and software
changes, including interfaces with other systems, are Year 2000 compliant.
Financial institutions should test mission-critical systems first because failure of
mission-critical services and products will have a significant adverse impact on
an institution’s operations and financial condition. The plans should include, at
a minimum, the following elements: testing environment, testing methodology,
testing schedules, human and financial resources, critical test dates,
documentation and contingency planning.

The testing phase should focus not only on the financial institution’s own
systems but also on links with the systems of third parties. This means that the
institution’s own test plans will have to be carefully coordinated with those of
service providers, counterparties and customers. As with the implementaion
phase, financial institutions should be in ongoing discussion with their vendors
about the success of their testing efforts. It is critical that the institution not rely
on statements made by suppliers that systems are Year 2000 compliant. The
institution must independently verify this compliance through testing. ’

Examiners/auditors should ask:

1. Has the financial institution developed a testing strategy for Year 2000
modifications? Are controls in place to verify the testing process? Have
business managers been actively involved in developing the test plans, and
do they accept responsibility for their thoroughness?

2. Has a target date been set for completing testing for significant
applications with material third parties ( for example, customers, other
financial institutions, payment system providers )?

7 See FFIEC: “Guidance Concerning Testing for Year 2000 Readiness” ( April 10, 1998 ).
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3. Has the financial institution devoted sufficient time and resources to testing
and error checking of all software and hardware changes?

4. Do the tests cover (a) incremental changes to hardware and software
components; (b) connections with other systems; and (c) acceptance testing
by internel and external users?

5. How is the financial institution monitoring testing by suppliers to determine
that their systems are Year 2000 compliant?

6. Does the testing take into consideration important critical dates 37

8 Examples of critical test dates include: September 9, 1999, December 31, 1999, etc. See FFIEC Interagency Statement “Guidance
Concerning Testing for year 2000 Readiness” for a full list of critical test dates.
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VI. Implementing Tested, Compliant Systems

Putting tested, compliant systems into production well before the end of
1999 should be an objective for every financial institution because it allows
counterparties and customers to interact with the system during normal
day-to-day activities. Additionally, one back in production, normal maintenance
of the application using standard change-control procedures becomes
possible.

In some instances, organisations may choose to implement renovated
systems after rigorous testing of functionality but before completing Year 2000
testing, especially external testing. While this approach has the advantage of
minimising the length of time a particular application is “frozen” from normal
maintenance and change-control procedures, it does not lessen the need for
through Year 2000 testing.

Appropriate re-testing of systems in production should be addressed when
other Year 2000 applications are introduced. Frequently, compliant systems
become non-compliant because file formats or other components change in
another application with which there is interaction. °

Examiners/auditors should ask:

1. Does the financial institution have sound procedures in place to control version
changes in applications? Are these procedures followed rigorously
with respect to Year 2000 renovations?

2. Are renovated applications put into production as soon as practical to allow
counterparties and customers to identify and resolve any difficulties they
may have in interacting with the application? Is early implementation a
priority for systems for which all counterparties and customers are not
included as part of the Year 2000 test plan?

9 See FFIEC: “Guidance Concerning Testing for Year 2000 Readiness” ( April 10, 1998 ).
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10.

11.

After a renovated application has been put into production, are there adequate
plans in place to re-test the application when other applications with which it
interacts are changed?

Does the financial institution clearly understand how setlement failures will
be addressed (interets, penalties, etc.) for all of its significant business lines?
Is the institution working with counterparties to make certain that market
conventions are understood?

Has the financial institution considered the impact on customers of various
contingencies and how negative consequences can be mitigated? Are
contingency measures being examined to enure that customers’ assets can
be identified and preserved and that instructions can be acepted and
executed? Are mechanisms in place for a fair and expeditious resolution of
disputes with customers that may arise?

Are operations in remote locations of foreign countries adequately covered
in contingency plans?

Does the financial institution’s contingency plan deal with infrastructure
issues such as telecommunications, electrical power and water?

Does the financial institution’s contingency plan identify adequate
levels of responsibility and readily available resources (internal and external
to deal with any problems encountered with the millennium date change?

Does the financial institution have an estimate of how long it can operate
under various contingency plans?

Are there any significant mission critical applications that will not meet the
deadline for Year 2000 compliance? Is management addressing these
problems?

Has the financial institution developed contingency plans related to its
general functioning?
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VII. Contingency Planning

Despite all efforts to ensure that the financial institution is ready for the
millennium change, it should be recognised that unforeseen problems may arise.
Consequently, financial institutions must have contingency plans in place to
address these problems as quickly and effectively as possible. The need to
develop contingency plans to assure business continuity is an integral part of
the Year 2000 programme. Some elements of contingency plans, such as the
identification of alternatives for external dependencies and specific dates for
making decisions on whether to change vendors, should be done as part of the
assessment phase as inventories are developed.

Other elements such as specific plans for business resumption can be done
more effectively when the likelihood of particular events occurring is better
understood. Because this understanding is developed most effectively as testing
begins, especially external testing, efficient use of resources suggests that
contingency planning in this area will be a priority during the testing process.
In particular, it might be necessary to develop contingency plans to ensure that
customers’ assets are protected and that their instructions can be effected after
the 1t January 2000.

Some contingency plans can be developed only in cooperation with
counterparties, customers, and the public sector. In particular, areas of systemic
concern need to have coordinated planning efforts because developing sound
approaches will require knowing what approaches others are using.

Finally, financial institutions should also develop contingency plans related to
the general functioning of the institution. This would include, inter alia, anticipat-
ing expected losses caused by the Year 2000, planning for counterparties being
unable to perform, anticipating above average use of credit lines, and planning
limitations on business activities that are highly dependent on technology (for
example, trading activities). '°

10 See FFIEC: “Guidance Concerning Contingency Planning in Connection with Year 2000 Readiness” ( May 13, 1998 ).
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Examiners/auditors should ask:

. Does the financial institution have contingency plans to deal with slippage
in the Year 2000 renovation, validation or implementation phases?

. Does the financial institution have a contingency planning process in place
to ensure that operations can continue if some systems do not function
properly as of 1st January 2000? Dose this process take into account both the
risks associated with a particular activity and the likelihood of particular
events occurring?

. Has the financial institution reviewed contingency plans and market-wide
risk controls with counterparties, correspondents, clearing-houses, markets,
payment systems, central banks, and supervisors? Do the contingency plans
of the institution deal with potential liquidity, market credit, and legal risk
issues?

. Does the financial institution clearly understand how settement failures will
be addressed (interest, penalties, etc.) for all of its significant business lines?
Is the institution working with counterparties to make certain that market
conventions are understood?

. Has the financial institution considered the impact on customers of various
contingencies and how negative consequences can be mitigated? Are
contingency measures being examined to ensure that customers’ assets can
be identified and preserved and that institutions can be accepted and
executed? Are mechanisms in place for a fair and expeditious resolution of
disputes with customers that may arise?

. Are operations in remote location or foreign countries adequately covered
in contingency plans?

. Does the financial institution’s contingency plan deal with infrastructure
issues such as telecommunications, electrical power and water?
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8. Does the financial institution’s contingency plan identify adequate levels
of responsibility and reliability and readily available resources (internal and
external) to deal with any problems encountered with the millennium date
change?

9. Does the financial institution have an estimate of how long it can operate
under various contingency plans?

10. Are there any significant mission critical applications that will not meet
the deadline for Year 2000 compliance? Is management addressing these
problems?

11. Has the financial institution developed contingency plans related to its
general functioning?
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VIII. Miscellaneous Issues

1. Legal issues

Legal issues may arise from the lack of specificity in contract terms dealing
with Year 2000 issues. Consequently, financial institutions should involve
their in-house and/or outside counsel in  the preparation, review and
implementation of the institution’s year 2000 action plan. Contracts,
indemnification provisions, and officer and director insurance policise should
be reviewed and amended, as appropriate. Current and future purchases of
hardware/software technology should require certification that it is Year
2000 compliant. If contract changes or modifications are refused, then the
institutions should consider replacing the service or product.

The following list provides general information regarding legal issues and is
not intended to provide legal advice regarding specific transactions or matters.

Examiners/auditors should ask:

1. Is senior management diligently overseeing the Year 2000 conversion
process in order to avoid potential liability for failure to comply with legal
responsibilities to the financial institution? What Directors’ and Officers’
insurance coverage exists?

2. Has the financial institution consulted legal consel as to the appropriate and
proper documentation regarding its Year 2000 efforts? How will internal
documentation being generated now affect the institution’s potential future
litigation position? What steps is the institution taking to avoid, as well as
prepare for, litigation that arises from the Year 20007

3. Has the financial institution reviewed insurance policies to ascertain if they
cover business losses and liability as a result of the Year 20007

4. Has the financial institution reviewed the licence agreement and long-term
maintenance agreements relating to all third-party licensed software? Has
this review been done in conjunction with a legal audit in order to preserve
the institution’s legal rights against software vendors?
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5. What are the financial institution’s rights and duties as a systems user relative to
maintenance contractors and software suppliers?

6. What are the financial institution’s rights and duties as a systems provider?
Has the institution provided appropriate documentation to other entities
for which they provide services? Is the financial institution taking the
necessary steps to avoid litigation arising from computer services they
provide?

7. Has the financial institution revised its contracts or included in new
contracts provisions ensuring Year 2000 compliance with external service
providers software developers and suppliers?

8. Does the financial institutions understand the regulatory consequences of
remediation failures in key areas of business operations?

2. Merger/acquisition issues

The extent of Year 2000 conversion efforts will bear directly on corporate
merger and acquisition strategies since they will compete for project managers
and technical resources. Merger and acquisition strategies should therefore
include an assessment of the Year 2000 issue, to the extent possible. This should
not only include an anlysis of the state of readiness of the organisation to be
acquired but also what counterparty problems will, in effect, be “inherited”
from that organisation.

Examiners/auditors should ask:

1. Has the financial institution taken Year 2000 into account when considering
mergers, acquisitions, or business expansions?

2.Has the financial institution included in such considerations dealing with new
customers and counterparties?

Ve ale g yptas b dbs - 1A

] (5L )Y lall s ¢ L sall by pasil] Al e Friall Voo o aled S ichad] alaall o i Lo Gl (34709 /i 5/ ¥) ) psan -
Ve plad oai S S/

Yo



B pall S pudi A Jard) ailiii g Luld ) g L)yl Lo ol g cilanlell] ; GMLY calaly

3. What due diligence and other measures is the financial institution taking in
merger and acquisition transactions to protect against inheriting Year 2000
problems and compounding those of the financial institution?

3. Issues related to remote locations

Remote or overseas operations need to devote attention to Year 2000 issues.
In particular, management information systems for businesses that run
interactively with or independently from the head office must be included in the
financial institution’s system inventory and plans.

Examiners/auditors should ask:

1. How is the financial institution ensuring the Year 2000 readiness of operations
conducted at remote locations, both domestically and overseas?

2. What kind of reporting is required from these locations by the head office?

3. How is the head office supporting these remote locations and providing
information that is needed by host country supervisors?

4. Disclosure and customer awareness

As the millennium draws closer, it is important for a financial institution to
communicate with its customers and counterparties regarding the institution’s
state of preparedness. This could include a statement in the annual shareholders’
report as well as additional printed material that can be made readily avilable to
customers upon request.

In addition, all line personnel with regular direct contact with customers
should be provided with current information so that they may accurately answer
questions posed by customers. !!

11 See FFIEC: “Guidance on Year 2000 customer Awareness Programs” ( May 13, 1998 ).
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Examiners/auditors should ask:

1. Has an information officer and other personnel been assigned the specific
duty of preparing information for customers on the financial institution’s
Year 2000 efforts? Are these personnel available to answer the questions of
individual customers related to Year 2000 issues?

2. What efforts is the financial institution making to communicate to its
customers on its Year 2000 conversion programme?

3. Are line personnel adequately informed about the status of the financial
institution’s Year 2000 efforts in order to answer questions posed by
customers? Do they know to whom more detaild or complicated questions
should be referred?
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IX. Supervisory Assessment and Follow Up

Acritical step that should be taken by supervisors following an independent
review of afinancial institution’s Year 2000 action plan is an overall assessment
of the institution’s level of preparedness. This includes a determination of whether
the institution is doing all it can to ensure that it is ready and whether any serious
disruptions to the institution’s ongoing activities are likely to take place. This step
involves summarising the strengths and weaknesses of the institution’s Year 2000
plan and determinig how well the plan is being implemented.

The supervisors should discuss their conclusions with the senior managment
and bored of directors of the financial institution. They should make
recommendations on any additional actions necessary to ensure the institution’s
Year 2000 readiness.

Supervisors should be prepared to apply proactive supervisory pressure on
those institutions that appear to be falling behind in their conversion efforts. Once
supervisors identify an institution that is going to have significant problems,
the supervisors need to work closely with the institution to remedy the situation,
to the extent possible, and to develop contingency plans to deal with the
consequences of not being year 2000 compliant. The appropriate supervisory
response will vary depending on the level of severity of the deficiency. For those
financial institutions that supervisors determine are in unsatisfactory condition
because of their lack of Year 2000 prepartions, formal enforcement actions
should be considered.
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Testing for Year 2000 Readiness

Testing is consistently identified as the cornerstone of a successful year 2000
program. Many sources indicate that resources required for testing typically
make up more than half of total project costs. Only through a sound testing
program can financial institutions be assured that their Year 2000 preparations
have been thorough and that significant problems will not develop either
internally or with key business partners. Many basic principles for successful
Year 2000 testing will apply to all institutions. However, important differences
in testing strategies will exist from organisation to organisation and market
to market depending upon business priorities, complexity of operation,
reliance on third-party service providers and vendors, and available resources.

Testing strategies for an individual institution or market is ultimately a business
decision - what are the business riske faced if an application does not work, and
what resources are appropriate to apply to reduce these risks to an acceptable
level. For organizations starting late in their Year 2000 preparations. sufficient
time and resources to complete optimal testing may not be available. Business
decisions and hard choices will have to be made on what is tested and how it is
tested. Testing strategies need to be realistic and feasible and to make business
sense for the organisation and for the market. Regulators and participants need
to adopt strategies that are pragmatic and achievable lest resources be used in
suboptimal ways.

This paper identifies the goals of Year 2000 testing, the elements that can make
up a successful testing program, and the key factors that need to be considered
by financial institutions in developing their own testing strategies.

Goals of Testing

The ultimate goal of the testing phase in Year 2000 programs is to ensure the
operational integrity of systems and interfaces after remediation is complete.
Testing as early as possible also identifies problems and maximizes the time to
fix them. Internal testing assures that applications and the software and hardware

environment in which they run perform correctly and interact properly.
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Thorough internal testing is critical for every application and system that is
essential for a business to function.

External testing focuses on the ability to conduct business normally with
service providers, counterparties and customers. It provides an opportunity
to focus on possible problems caused by systems and business partners that
interface with an institution for which information on Year 2000 progress
may be limited. For example through external systems are able to observe
which participants are not testing and where may be unexpected or larger than
expected problems. This knowledge permits appropriate contingency plans
to be developed and implemented. Establishing testing milestones has the
added advantage of bringing discipline to the market to ensure that prudent
regulatory or other targets are being addressed appropriately. Where
regulators and operators of exchanges and clearing and settlement systems
see testing targets being missed, the denial of access to specific services or even
regulatory action may be considered.

Testing Elements

While every financial institution and market is different and testing needs to
be adapted to address these differences, certain basic testing concepts should
be borne in mind when devising testing plans. If tests are conducted in a
hardware and software environment where all of the components are not Year
2000 compliant, tests should be repeated when components change. Some of
the key testing concepts follow.

Internal tests are tests over which the testing institution has full control and
in which external partis (customers, counterparties, and financial infrastructure
operators) are not directly involved. Well-designed and thorough internal tests
are the most important part of a successful strategy.

e Baseline tests are performed before any changes are made to a computer
program or application. The baseline tset helps a financial institution compare
performance of the system after changes are made to it in order to benchmark

not only results but also operational efficincy.
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e Unit tests are performed on one application to conform whether remediation
efforts yield accurate results for that application. They do not test how well
the application will perform when it interacts with other applications.

e Integrated tests are performed on multiple applicationd or systems
simultaneously. Integrated tests confirm whether computer programs functions
properly as they interact with other programs. Integrated tests should be
repeated when the operating environment changes.

e Future date tests simulate processing of renovated programs and
applications for future critical dates to ensure that those dates will cause
program or system problems. Specific dates to be tested will vary depending on
the application. For applications that will be running at the century date change
or across multiple time zones, testing while the date rolls will be necessary.
For all applications, testing for the first business day in 2000 is essential. In
addition, there are a number of other special dates such as leap year rollover
in 2000 that may warrant testing.

e User acceptance tests are performed with internal users and validate
whether the remediations have been done correctly and applications still
function as expected. Internal user acceptance may often be part of integrated
and future date tests.

(1) Where integrated tests have been successfully completed and the operating environment changes, it may be possible to avoid
repeating unit testing if an integrated retest is successful. However, if problems are identified, unit tests may be necessary to identify the
source of the problem.

(2) A list of key dates that have been identified as being potentially problematic is provided in the Annex. It is unlikely that all of the
dates listed in the Annex will need to be tested, but business manager should evaluate the risks associated with the particular dates in
developing appropriate testing strategies.
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e Tests with monitoring and affirmation are used by some institutions
essential to the infrastructure of financial market for the participants that are
also deemed to be part of the infrastructure. In this instance, not only is the
participant’s testing monitored, but also the participant is asked to have a
responsible official certify that the test was indeed part of an overall business
test.

e Proxy tests are tests conducted by a third party as an alternative to testing
by an institution itself. Proxy tests are often conducted by user groups as an
alternative to each member testing separately. Because every processing
environment and the procedures in place for its operation will have unique
elements, reliance on proxy testing is an imperfect substitute for an institution
or user group actually conducting the test itself. However, proxy testing may
be appropriate when it is not practical for every user of a service to conduct
point-to-point or more complex tests with every other user of the service.
Proxy testing is also helpful in setting priorities. For example, if one or more
institutions have successfully tested a product, other institutions using that
product might consider testing it a later date in order to focus on higher
priorities. Also, for organizations with limited resources or insufficient time to
complete testing, proxy testing may be the only alternative. Proxy tests should
not be considered as an adequate substitute for a well designed test program
and should generally be discouraged when more complete testing is feasible.
Proxy tests should not be used by providers or clearing or payment services
upon which many other institutions depend and for which no acceptable
alternative exists. ®

e Gross-border industry tests are designed to allow more realistic testing of
financial systems connecting different countries. @ Gross-border tests are

(3) While a service provider of a critical infrastructure application should avoid relying on proxy testing for all components of the
application, users of the service that rely on standard access tools may find that proxy tests of these tools are acceptable.

(4) Financial institutions that deal in multiple currencies or in assets from multiple jurisdictions may also be engaged in bilateral
cross-border testing with counterparties in multiple jurisdictions. This concept is separate from cross-border industry tests, which are
industry-wide.
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effectively industry-wide tests in which major payments systems and/or
exchanges and clearing houses operate in a synchromised, future dated
environment in two or more countries in order to simulate normal business
days. In many instances, multiple time zones will be involved requiring
special attention to ensure that not only calendars but also clocks are set
properly. Efforts to organise such tests are only recently getting underway.

This listing of the various types of Year 2000 tests is approximately the order
that many organisations will consider conducting the various tests. However,
the ordering and the relative importance of each type of test will vary from
application to application and from one organisation to another. Therefore, each
organisation needs to determine its testing strategy for itself including what
tests are necessary and the order in which tests should be conducted.

Factors to Consider in Developing a Test Strategy

Developing effective test strategies for Year 2000 requires institutions to
balance a number of business objectives and risks and recognise resource and
time constraints that they may face. Additionally, external elements are to be
taken into account. They include third parties support for business operations,
Year 2000 readiness of customers and counterparties, and their likely impact
on normal business operations. Understanding test plans for external bodies is
essential in order to develop test strategies that allow appropriate coordinated
external testing.

e How complex are business processes? Organizations that have
essential business activities that require real-time, interactive processing
with counterparties and customers generally should have testing programs
involving end-to-end testing and, in many instances, some type of
industry-wide testing, if such testing is feasible. For other applications,
which do not involve real-time and interactive processing, organizations may
provide counterparties or customers with instructions and information
and wait for the other party to execute batch-type processing at
periodic intervals. In these instances, it may be possible to rely more

,T‘~uEMM%WgJWMJ/x‘/&M/SJJMﬁM- 19
A5l gl s e Gl Vo aled i alaall o g 5l Voo o aled Sleiu¥ se JLis) Dee oL A5 y5 -

Ao



B pall S pudi A Jard) ailiii g Luld ) g L)yl Lo ol g cilanlell] ; GMLY calaly

heavily on more simple point-to-point tests as long as the ability to retrieve
return responses in a timely manner is alo tested.

Recognizing what type of test is necessary for meaningful testing of business
activities and designing test strategies accordingly is essential for effective
resource utilisation.

e Do meaningful alternatives exist? For some business functions like
clearance and settlement, no meaningful alternative exists to the use of
the external system. For example, the inability to interact properly with an
exchange, clearing agency, or payment system may not allow transactions to
be conducted without undue delays and serious financial consequences. For
these external systems for which no acceptable alternative exists because of
the transactions volumes or other factors, testing at the most rigorous level
is essential. In these instances, the only contingency plan may be to test, and
retest again. The “no alternative” service provider that serves as a conduct
for financial transactions bears a special burden to see that participants are
sufficiently prepared as to avoid system disruptions.® Typically, such
organizations will rely on monitoring or monitoring-with-affirmation as a
means to assure that systemic problems do not develop with the century date
change.

In other instances, where an alternative service provider may be readily
available, the need for rigorous testing may be somewhat reduced. In these
cases, however, it is important to test thoroughly the proposed alternative to
make sure that contingency plans that permit processing along the alternative
route been thoroughly validated for volumes as well as functionality.

(5) Participants in payment or clearance and settlement systems are unlikely to be able to test with every other participant. Operators
of such systems will need to design test strategies in ways to assure that participants can reasonably assume that they can conduct
transactions with the entire participant community if they have participated in appropriate tests.
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Distinguishing between what must be tested and what should be tested and
allocating testing resources accordingly will become an increasingly critical
decision as time becomes shorter.

e How structured should external testing be? Regulators, trade
associations and individual service providers often establish targets for
certain types of tests or even specific schedules for mandatory testing. Such
tests may also have detailed scripts for participants to follow. In other cases,
service providers may offer test environments and leave it largely up to the
participant, counterparty, or client to design their own testing plans.

Those establishing target dates or schedules for coordinated tests or
developing test scripts should take care to make certain that the targets and plans
are realistic for the market. Unduly aggressive targets that cannot be met by
significant numbers of participants without their reallocating significant test
resources should be avoided. Also, very complex test scripts that require
substantial resources to develop and execute could result in institutions
adjusting priorities to the detriment of overall business and broader financial
market risk.
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Annex
Key Year 2000 Test Dates

The dates for which an institution will want to test will depend upon the
application, the market, the perceived business risk associated with a
particular date, and the available resources. The following list includes many
of the Year 2000 related dates that organizations have identified as being
important for testing in at least some applications. Other dates may be
important for specific products or markets. Many of these dates may be
appropriate for internal tests but unnecessary for external tests. Others may not
be tested at all because the business risk does not warrant it or because higher
priorities and limited resources do not permit such tests. In some instances,
institutions will want to test the “rollover” into or out of particular dates.

Date

Reason

April 9, 1999

9999 on the Julian calendar. "’ In many computer programs
9999 denotes “end of input”

September 9, 1999

9999 on the gregorian calendar. In many computer programs
9999 denotes “end of input”

December 30, 1999

Last business day in 1999 for many markets.

December 31, 1999

Last day in 1999 year.

January 1, 2000

Beginning of Year 2000

January 3, 2000

First business day in 2000 for many markets.

January 4, 2000

First business day in 2000 for many markets.

January 10, 2000

First business day to require 7 digit date field (10/1/2000)

January 31, 2000

End of first month of 2000

February 29, 2000

Leap year day.

March 31, 2000

End of first quarter of 2000

October 10, 2000

First date to require an 8 digit date field (10/10/2000)

December 31, 2000

End of Year 2000

January 1, 2001

Beginning of Year 2001.

December 31,2001

Check that year has 365 days.

(1) Although the Gregorian calendar is used throughout much of the world, some computer programs are based on the Julian Calendar.

(2) The Gregorian calendar does not have leap years that end in xx00 except when xx00 is evenly divisible by 400. Thus, 2000 is the

exception to the exception regarding leap years.
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Attachment to the Testimony
of Governor Edward W. Kelley, Jr.

Before the Committee on Banking and Financial Services,
U.S. House of Representatives
September 17,1998

The Federal Reserve System and the Year 2000 Status Report
and Summary of Activities

The Year 2000 computer problem is commonly known as the “century date
change” or “Y2K” problem. The problem has arisen because many business
application programs written over the past thirty years use only two-digit
date fields to specify the year, e.g. “97” to represent “1997”. On January 1,
2000, unless business applications, operating systems software, hardware, and
embedded technologies, found for example in building control systems, are
corrected, many computers with date-sensitive programs will recognize
the year to be 1900 rather than 2000. Because dates are used in dollar-value
transactions, calculations, and records maintained by the Federal Reserve and
the financial services industry, the problem affects virtually every business area
and application.

The Federal Reserve System, consisting of the Board of Governors and twelve
Reserve Banks, established a Year 2000 project office in 1995 and designated
the program as the Century Date Change (CDC) project. The Federal Reserve’s
project addresses CDC readiness for all information technology in the Federal
Reserve System. Our greatest focus, however, has been on our mission-critical
systems, those that support the delivery of financial services, the regulation of
depository institutions, and the conduct of monetary policy. While the Federal
Reserve’s primary focus is on its own readiness, a large part of our project is
devoted to communicating with customers and our business partners, such as
vendors and utilities. The Federal Reserve’s CDC program employs three main
efforts : compliance, communication, and administration.

e The compliance effort includes identifying problem areas, correcting
deficiencies, testing, and implementing CDC -ready software and hardware into
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production. In addition, the project provides an internal clearinghouse for
CDC information on the building-related systems, embedded in, for example,
elevators, air-conditioning systems, vaults. Individual Reserve Bank
offices have implemented their own programs ensure that software, hardware,
and physical facilities will be ready long before the year 2000. Readiness
includes the development of CDC contingency and business resumption
plans.

® The communication effort focuses on CDC awareness in the financial services
community, customer notification of the compliance status of Federal
Reserve products, such as FedLine, any necessary file or message format
changes that may be required, and the information our customers need in
order to test their systems with us. External communication includes
interaction with other agencies, such as the U.S. Treasury.

e The administration effort consists of coordinating and tracking project
activities so that all areas of the project are operating to plans.

A member of the Board of Governors is directing the Federal Reserve’s Year 2000
efforts. A team of senior Federal Reserve managers provides overall direction and
coordination of project implementation with Federal Reserve Product offices,
business areas, operations and information technology functions. A CDC Council,
including selected members and staff of the Board of Governors, the Reserve
Banks and the central business product offices, has been established to ensure
communication and coordination of project implementation. The Board of
Governor’s Public Affairs Office has been working with the Reserve Banks’
public information staffs to provide information and address of the public.

The Federal Reserve’s program to manage the risks posed by the Year 2000 was
evaluated by OMB in conjunction with their review of the plans and status of
independent agencies. In the May 15, 1998, report, “Progress on Year 2000
Conversions,” OMB described the Federal Reserve as having made “excellent
progress,” on all phases” and having conducted “excellent outreach”.
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The following table summarizes the status as of June 1998 of systems being

repaired.

Agency-wide Status of the Total Number of Mission-critical Systems

Total # of Number Number Number Number
Mission-Critical * | Compliant to be to be to be
Replaced Repaired Retired
Federal 105 99 6** 0 0
Reserve

*  The Federal Reserve tracks the progress of businesses or entities as System-level “components.” Generally, there are two
types of components: (1) applications shared for centralized, and (2) organizational units - specifically the Reserve
banks, the Board, and Federal Reserve Automation Services (FRAS).

** These systems are on schedule to be replaced by March 1999.

Status of Data Exchanges

One hundred and twenty-four incoming and outgoing data exchanges within
eight mission-critical systems have been identified. Data exchanges between
Federal Reserve applications and external organizations (depository institutions
and government agencies) occur primarily through standard message formats
and computer interface protocols. These standard message format and protocol
specifications are developed, maintained, and controlled by the Federal Reserve.
All organizations have been contacted and agreements have been reached on
the data formats.

Testing
The Federal Reserve’s testing activities for mission-critical components have
been successful and are on schedule. With the exception of a few systems that
will be replaced by March 1999, testing and implementation of mission-critical
applications will be complete by year-end 1998.
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The Federal Reserve has prepared special central environments for testing
high-risk dates, such as the rollover to the Year 2000 and leap year processing.
Testing 1s conducted through a combination of future-dating systems to verify
the readiness of our information technology infrastructure, and testing critical
future date processing within our applications and in the interfaces to other
institutions. Network communications components are also being tested and
certified in special testlab environments. We have implemented test local-area
networks to verify the CDC readiness of vendor-provided products and
internal applications that operate in net-work based computing environments.

Testing with external customers began on June 29, 1998, will continue
throughout 1999. Depository institutions may test the century rollover
(12/31/1999 through 01/03/2000) and leap year (02/28/2000 through
03/01/2000) periods with individual applications Monday through Friday,
8:00 a.m. to 8:00 p.m. ET and 8:00 a.m. to 5:00 p.m. ET on Saturday. The
Federal Reserve will offer six “shared testing day” weekends in 1998 during
which depository institutions may test Year 2000 dates with multiple
applications. As part of this effort, the Federal Reserve is coordinating with the
Clearing House of Interbank Payments Systems (CHIPS) and the Society
for Worldwide Interbank Financial telecommunication (SWIFT) to provide
a common test day for customers of Fedwire and these two systems.

Federal Reserve applications that are renovated to remedy Year 2000
problems undergo unit and integration testing by the information technology
staffs, as well as acceptance testing by the business users. At the completion of
the user acceptance testing process, the business owner reviews the
renovation process and the unit, integration, and acceptance test results to
validate the application as CDC compliant. Applications and systems, as well
as environmental software and interfaces that are modified following CDC
certification will be retested to ensure that they remain CDC compliant.
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Local Reserve Bank internal audit departments perform reviews of test
processes. Moreover, Board of Governors staff, with the assistance of an outside
consultant, is providing external oversight of testing activities. In the first half of
1998, Board of Governors staff conducted focused reviews of the progress toward
CDC compliance of over sixty-five Federal Reserve applications. The review
teams found no significant areas of concern and identified numerous best
practices. Both the Reserve Bank audit departments and the Board of Governors
staff provide independent verification of application readiness and reporting.

Costs

In 1997, the Federal Reserve’s expenditures that related to Year 2000 renovation
and testing of our applications and systems were $23.7 million. We estimate
that these expenditures will increase to $37.1 million in 1998, totalling $60.8
million.

Contingency Planning

The Federal Reserve’s CDC contingency planning is well underway and builds
on existing contingency plans. Alternate readiness plans for mission-critical
components that had not completed code renovation for Year 2000
compliance were submitted to the CDC project office on January 31, 1998.
Business resumption assessments were completed on June 30, 1998, and
contingency plans are scheduled for completion by November 30, 1998.

The Federal Reserve is also identifying external supplier and business
partner failures that would pose potential systemic risk or might cause
widespread disruption to the payment system applications or the support
infrastructure. We are currently focusing on contingency planning for Year
2000-related disruptions, such as those which could affect telecommunications
providers, large banks, utility companies and difficulties abroad that affect
U.S. markets or institutions. The Federal Reserve is working closely with the
Securities Industry Association (SIA) and the New York Clearing House
(NYCH), which operates the CHIPS large payments system, on the issue of

domestic and international contingency planning.
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Cash availability and processing is an issue the Federal Reserve has
considered in the contingency planning process. The Federal Reserve has
regularly met the public’s heightened demand for U.S. currency in peak
seasons or in extraordinary situations, such as natural disasters. The fiscal year 1999
currency printing order was recently submitted to the Department of the Treasury’s
Bureau of Engraving and Printing, and the order was increased due to Year 2000
considerations. With this order, we will increase the amount of currency either in
circulation or in Federal Reserve vaults substantially over current levels by late
1999. This increase in the level of currency should be ample to meet the public’s
demand for extra cash during the period surrounding the century rollover. This is a
precautionary step - we believe it is prudent to print more currency than we think
will be required than to risk not printing enough. While the Federal Reserve dose
not anticipate any extraordinary demand for cash, it is important that the public
have complete confidence that sufficient supplies of currency will be available.
In effect, the Federal Reserve is accelerating the timing of currency printing by
planning for a possible short-lived increased demand for cash and will be able to
reduce future print orders to lower-than-normal levels.

If the public’s demand for currency increases, other measures can be introduced
to further increase cash levels. First, the recent currency order with the Bureau of
Printing and Engraving is for fiscal year 1999, so that there will be time to print
additional note in the last 3 months of 1999. Second, the print order can be changed
to increase production of higher denomination notes. Third, an increase of staff
in Reserve Bank cash operation functions would improve the turnaround time
required to process cash deposits and move currencey back into circulation. Finally,
as a last resort, the destruction of old or worn currency can be slowed.

Despite their best efforts, some depository institutions may experience operating
difficulties, either as a result of their own computer problems or those of their
customers, counterparties, or other. The Federal Reserve plans to be prepared to
provide institutions with information on the balances in their accounts throughout
the day.
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Federal Reserve Oversight of the Banking Industry

During the twelve months ending June 30, 1998, the Federal Reserve completed
the Year 2000 review of all state member banks and selected other U.S. offices of
foreing banks, bank holding companies, and other organizations. In all, 1,618
institutions were evaluated: 1,552 (96%) were rated “satisfactory,” 58 (4%) were
rated needs “ improvement” and eight were rated “unsatisfactory.” No state of
area of the country has a disproportionate number of organizations rated less than
satisfactory. Of the 58 institutions rated “needs improvement,” nine had assets in
excess of $1 billion. Of the eight institutions rated “unsatisfactory”, only one had
assets in excess of $1 billion. During the second quarter 1998, more than sixty
institutions that had previously been rated less than satisfactory were reviewed
again and upgraded to satisfactory after implementing corrective actions.

The Federal Reserve issued approximately 130 deficiency notification letters in
the 1997-1998 period to organizations rated less than satisfactory in their Year
2000 progress and planning. These letters required corrective action plans, monthly
monitoring of progress, and restrictions on expansionary activities. The Federal
Reserve considers an applicant’s Year 2000 rating and project management, as
well as those of the target organization when evaluating the merits of merger and
acquisition proposals.

Phase II of the Year 2000 Supervision Program, extending from July 1, 1998, through
March 31, 1999, includes a second round of Year 2000 supervisory reviews of all
state member banks and selected other organizations, including U. S. branches and
agencies of foreign banks, bank holding companies, service providers, and software
vendors. The program will focus on evaluation of progress on Year 2000 testing and
contingency planning as well as on compliance with guidance statements issued to
date.
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Examiner resources involved in Year 2000 efforts have increased steadily over
the last twelve months and at present more than 225 examiners support Year 2000
supervisory activities. All year 2000 examination findings and ratings assigned by
the banking agencies are strictly confidential and are not made available to the
public in accordance with long-established statutory prohibitions on disclosure of
confidential examinations information.

Service Providers

During the twelve months ending June 30, 1998, the Federal Reserve participated in
the interagency review of many national and regional service providers and software
vendors. All of these reviews focused on the organizations’ program management
to prepare for the Year 2000 and to provide reliable products and services to their
financial institution customers. However, these reviews are not a “certification” or
“warranty” of the Year 2000 readiness of the service providers or software vendors
or of particular product or services. Banks are obligated to test the products and
services on which they rely to ensure they are Year 2000 ready in the bank’s own
operating environment. As of June 30, 1998, all of the organizations reviewed
were rated satisfactory. One software vendor had previously been rated “needs
improvement,” but was upgraded to “satisfactory” based on information made
available at a subsequent review. Although the organizations were rated
satisfactory, in many cases recommendations were made to enhance their efforts to
provide customers with better and more frequent information on their planning and
progress toward achieving Year 2000 readiness.

Additional Activities

To foster a better understanding of the importance of information sharing, the
Federal Reserve and Federal Communications Commission are addressing risks
posed by the Year 2000 to the telecommunications industry. The Federal Reserve
is a member of the Telecommunications Sector Group of the President’s Year 2000
Conversion Council. Federal Reserve offices also have active programs to identify
the risks associated with utilities such as electrical services. In conjunction with
contingency planning, offices will review plans for addressing failures of utility
providers.
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The Federal Reserve is assisting in the government’s coordination of the Year 2000
effort within the financial industry by participating in the Financial Institutions
Sector Group of the President’s Council on Year 2000 Conversion. A Senior Board
official who chairs this Sector Group has been working with representatives of
government financial organizations, including the federal banking agencies, the
Department of the Treasury, the Securities and Exchange Commission, and other
agencies responsible for various financial intermediaries, to assess the Year 2000
readiness of the finanial industry and formulate interagency strategies for
addressing Year 2000 issues. The systemic risk posed by a disruption in operations
at any one of the nation’s largest banking organizations, securities exchanges,
clearing houses, or payment systems has been of concern to the Federal Reserve
and the other banking agencies since the initial development of the FFIEC Year
2000 supervision program. Concerted efforts by the Federal Reserve, together with
the SIA and NYCH, have been initiated to work closely with selected exchanges,
clearing houses, and payment systems on matters pertaining to Year 2000 readiness.
To assess the risk to the FDIC insurance fund and to plan for the orderly resolution
of possible bank failures resulting from Year 2000-related disruptions, Federal
Reserve staff has been working closely with the FDIC and other agencies to address
the issues associated with closing a troubled bank before the century change.

With respect to testing between banks and other parties, cooperative efforts by many
of the largest banks in the New York market, together with the SIA and the NYCH,
have included commencement of transaction testing between counterparties. The
testing involved the electronic trading of securities and the flow of information
between and through all parties to the transaction. Additional testing of a
comparable nature is scheduled for the future as well.

The level of international cooperation concerning Year 2000 has increased
significantly over the past several months, primarily due to the efforts of the public
sector Joint Year 2000 Council (Joint Council) and the private-sector Global 2000
Coordinating Group (G-2000). The Joint Council is pursuing a range of initiatives
to help ensure a high level of attention is given to the Year 2000 challenge within

,T‘~uEMM%WgJWMJ/x‘/&M/SJJMﬁM- 19
A5l gl s e Gl Vo aled i alaall o g 5l Voo o aled Sleiu¥ se JLis) Dee oL A5 y5 -

v



B pall S pudi A Jard) ailiii g Luld ) g L)yl Lo ol g cilanlell] ; GMLY calaly

the global financial supervisory community. Initiatives include sharing information
on regulatory and supervisory strategies and approaches, discussion of possible
contingency measures, and serving as a point-of-contract for national and
international private-sector initiatives. Federal Reserve Governor Roger Ferguson
chairs the Joint Council. A series of regional meeting with supervisory authorities
will be conducted this year during the fourth quarter.

The Basle Committee on Banking Supervision continues to be active on Year
2000 issues, both within the Joint Council and separately as part of its normal
Supervisory activities. Year 2000 is featured prominently on the agenda for the
upcoming International Conference of Bank Supervisors to be held in Australia in
October. The Federal Reserve has had extensive communications with foreign bank
supervisors regarding the Year 2000 readiness of banks operating in the U. S. and
in their respective countries.

Federal Reserve Board has forwarded to Congress a proposal for an amendment to
the Federal Reserve Act to make certain types of discount window loans to banks
eligible as collateral to back Federal Reserve notes. The amendment is regarded
as a technical correction to the Act to ensure that collateral requirements for
currency are maintained in the event of certain types of discount window lending.
This amendment was passed unanimously by the House Banking Committee and
is attached to the President’s Working Group’s bill, the Financial Contract Netting
Improvement Act of 1998. No other legislative proposals are expected at this time.

Additional Information

Additional information on the Federal Reserve’s Year 2000 programs can be found
in the Board’s quarterly report to Congress, its June 30 report to the Office of
Management and Budget, various guidance and letters provided to bank officials,
technical bulletins provided to customers, and in testimony and speeches by
Federal Reserve officials. These and other documents are available on the Federal
Reserve’s Year 2000 Web site at

http://www federalreserve.gov/Y2K
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Regional meetings in Sydney and Frankfurt
discuss challenges ahead of regulators

The Council’s first two regional meetings of financial market regulatores
were held in October. The meeting in Sydney for the Asia-Pacific region drew
senior representatives of central banks, bank supervisory agencies, securities
market regulatores and insurance supervisors from 20 countries and the
Frankfurt meeting, for Europe, brought together participants from 32 countries.
The discussions at the meeting focused on the approaches regulators have taken
to encourage cooperation, information sharing and testing programmes as well
as strategies to be considered going forward.

A critical issue discussed at both meetings is the need for the private and public
sectors to continue their efforts in elevating the Year 2000 issue to the highest
management level. Given the potential far-reaching effects of the date change, it
is necessary that senior policy-markers and executives become further engaged
in the issue to help minimise any disturbances - within their organisations and
the markets more generally. In these turbulent time the tendency to focus on
day-to-day concerns and leave future problems for later must be resisted if the
transition to 2000 is to go smoothly.

The need for cooperation on Year 2000 applies at many levels, internally in
an organisation, across firms in joint industry initiatives and across sectors
in cross-industry coordination (e.g. between the financial sector and public
infrastructure providers). Coordination is critical given the interdependence of
financial markets and the reliance of market participants on public
infrastructure providers. Cooperation in the public and private sectors is high
- and unprecedented - yet further coordination of efforts is necessary, especially
in the areas of information sharing, testing and contingency planning.

Akey challenge facing regulators and market participants is encouraging greater
disclosure and information sharing. Striking the right balance between
mandatory and voluntary disclosure and achieving effective transparency in
their own preparations will be very important for financial market regulators in
the year ahead.
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Federal Reserve Board establishes a plan to manage

change to its information systems

It is important that organisations consider the effect on renovated systems
of subsequent changes to policies, regulations and services. The US Federal
Reserve Board’s change management procedures establish guidelines to limit
policy and operational changes as well as internal hardware and software
changes to its systems, it will also minimise changes that its customers would
have to make to applications that interface with Federal Reserve System
Software. A summary of these procedures is on the Fed’s Web site.
(www.federalreserve.gov)

Recent noteworthy publications

The Steering Committee On Year 2000 Compliance in the Financial Serices
sector in Hong Kong recently published a summary report on Year 2000
External testing Activities. The report provides information on major shared
financial systems, vendors and utilities of the financial sector (including
an impact assessment, summary of Year 2000 testing characteristics and
an inventory of Year 2000 testing activities and readiness). According
to the report, most financial institutions in Hong Kong are
expected to complete rectification of their systems by year end - 1998.
(www.info.gov.hk/fsb/year2000)

The Bank of England released the third issus of Financial Sector Preparations
for the Year 2000 (the “Blue Book™) in October. Like the previous issue, this
report focuses on testing, updating the testing plans in the UK financial sector
and, where possible, providing information on the outcome of tests already
undertaken. Several aspects of contingency planning are also examined,
including potential scenarios and possible risk mitigation strategies. The report
also details various domestic and international initiatives and includes a section
on dispute resolution. (www.bankofengland.co.uk)
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The UK Financial Services Authority’s policy statement, The FSA and the Year
2000 (October 1998), reviews the FSA’s Year 2000 objectives and programme,
including its supervisory objectives, its oversight of “overseas firms” and the need
for scenario and contingency planning. The FSA also notes in its statement that it
has adopted a policy of restraint in introducing new regulatory requirements that
might call for systems changes by firms. (www.fsa.gov.uk)

The British Bankers’ Association’s Year 2000 Contingency Planning Guide
(October 1998) summarises the unique features of Year 2000 contingency planning
and provides a step-by-step guide and an “action checklist” for setting up the
project. It also categorizes the various types of potential risk faced by a bank and
gives examples of systemic risk, project risk, operational credit, credit and liquidity
risk, legal and regulatory risk and reputational risk. (www.bba.org.uk)

The French Financial Industry Task Force’s Livre blanc du secteur financier - le
passage a I’ an 2000 (featured in the prior Council Bulletin) is now available. The
complete paper is in French with an abstract available English.

(www.banque .france.fr)

The Organization for Economic Co-operation and Development finalised its report,
The Year 2000 problem: Impacts and Actions, in October. The report details how
the Year 2000 problem is being addressed in OECD countries and identifies areas
requiring further action. In an overview of the statue of preparedness of member
countries, the report highlights vulnerable sectors and compares studies on likely
economic effects. Among its conclusions are that disclosure of government and
industry assessments of readiness will help motivate action, that greater focus is
needed on embedded systems and that international cooperation needs to be
expanded. (www.oecd.org/puma)
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Press Release

July 8, 1998
Year 2000 Phase IT Workprogram

WASHINGTON, D.C. - The Federal Financial Institutions Examination Council’s
Task Force on Supervision today issued an updated work program for
conducting Year 2000 examinations in all federally supervised banks, saving
associations and credit unions, as well as service providers and certain software
vendors supporting these financial Institutions (Attachment: Year 2000 Phase
IT Workprogram). The work program is designed for use during a second round
of examinations beginning later this summer. The examination procedures are risk
focused and will help the examiner to determine if the Institution has addressed
the Year 2000 problems inherent in many computer software, hardware, and
environmental systems.

The procedures are designed to focus primarily on the adequacy of the Institution’s
plans and processes for achieving Year 2000 rediness. with particular emphasis
placed on the final phases of the Year 2000 project-testing and implementation- and
on the Institution’s contingency plans. Testing is considered the most critical phase
of Year 2000 project management efforts financial Institutions, service provider and
software vendors.

On-site examinations of service providers, software vendors and institutions with
in-house programming will be completed by December 31, 1998 and on-site
examinations of serviced and turnkey institutions will be completed by March 31,
1999. A first round of on-site reviews of financial institutions, service providers and
software vendors was completed on June 30, 1998.

The objectives of the new examination procedures are to follow up on results of
previous Year 2000 reviews and to determine whether institutions are following
guidance issued by the FFIEC. The FFIEC has issued Year 2000 guidance on the

following topics: project management, business risk; due diligence concerning
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service provider and software vendor readiness; impact on customers,
testing;customer awareness program; and contingency planning. In addition,
the Work Program in intended to assist the examiner in:

e determining whether the institution has implemented an effective plan for
testing Year 2000 renovated products and implementing Year 2000-ready
products into their production environment;

e assessing the adequacy of the institution’s Year 2000 contingency plans;

e determining if the institution is handling Year 2000 issues in a safe and sound
manner; and

e identifying whether corrective action may be necessary to assure an appropriate
level of attention to Year 2000 readiness activities.
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